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I’ll help you and your 
agents have the telemetry 
you can trust.
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All examples are real.

”
Anonymized, but real.



Observability
primer
Telemetry, Monitoring,

Observability, OpenTelemetry
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Observability Primer

Telemetry

The monitoring data you collect 
from your application.

Monitoring

Dashboards and alerts 
answering frequent questions 
you know you’ll have.

Observability

Ability to query your telemetry 
to answer new questions.
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OpenTelemetry Primer

Instrumentation

You add code to your code in 
order to generate telemetry: 
logs, metrics, traces.

Collection

Programs you run at your infra 
collecting telemetry and 
sending to an observability 
backend.

Standards and protocols

Such as OTLP, to ensure 
interoperability between pieces 
and solutions.
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01.

Mistake #1
Leaking sensitive data



Sources of sensitive data leaks

Tools

Auto-instrumentation 
tools such as eBPF or 
Java Agent, eagerly 
capture too much.

Admins

Simple mistakes now 
mean sensitive data 
leaks to your 
observability vendor.

Developers

Prefer opaque IDs 
instead of potentially 
sensitive information, 
like email addresses.

Users

Don’t trust your user 
generated content, 
don’t put it unfiltered at 
the telemetry.



Examples
PII (personally identifiable information)







Examples
PII (personally identifiable information)

Credits: Elena Kovalenko



Examples
Signed URLs





Examples
JVM trust store passwords







Mistake #2
Over instrumentation
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Sources of over-instrumentation

Traces

One span per function call, 
health-checks, static assets, …

Metrics

High-cardinality attributes (user 
IDs), collection too frequent, …

Logs

Debug logs in the hot path in 
production, “I’m here”, …



Examples
Huge traces



Examples
Huge traces



Examples
Debug logs in hot path



Mistake #3
Thinking only about the happy path
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What do I need to know at 
2am in the morning when I 
haven’t had enough caffeine?



Mistake #4
Not using the right tool for the job
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Examples
Counting logs vs. metrics



Examples
Logs instead of traces



Key takeaways
How to get better
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With OTel, you can get telemetry to understand your code.

Instrumentation is boring. Our instinct is to automate.

Look at your telemetry, think before you act.

Automation helps for the most part. But brings junk.

Some of that junk is nuclear waste. You don’t want that.

Takeaways
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